KOMI’lbIOmeprle eupycol

KomnproTepHslii BUpYC - 3TO Pa3HOBHUIAHOCTH KOMIIBIOTEPHBIX MPOrpamM,
OTIUYUTETFHOW 0COOEHHOCTHIO KOTOPOU SIBISIETCS] CIOCOOHOCTH K Pa3MHOKEHHUIO.
B pononHeHne k 3TOMy, BUPYCBHI MOTYT NOBPEAUTH WJIM ITOJTHOCTBIO YHHUYTOKUTH
Bce (haiiyipl U JaHHBIC, TOJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTO Obliia
3amyIleHa 3apa)KEHHAs MporpaMMa, a TaKKe MOBPEINUTh WIH AK€ YHHUUTOKHUTH
OIEpAIMOHHYI0 CUCTEMY CO BceMH (paiimamu B 1iesioM. B OOJIBIIMHCTBE CilydaeB
PacIpOCTPaHAIOTCS BUPYCHI 4YEPE3 UHTEPHET.

MeToabl 3aILUTHI 0T BPEIOHOCHBIX IIPOrPaMM:

@
@
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Hcrnonb3yil COBPEMEHHBIE OINEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX IPOTPaMM;

[TocrosHHO ycTaHaBnuBaii mnadytu (UMpOBBIE 3aIUIaTKH, KOTOPBIE
ABTOMATUYECKM YCTAHABIMBAIOTCS C LENbI0 JOPAOOTKH TPOTPAMMBI) U
Ipyrue oOHOBJIEHUSI CBOEW onepalMoHHOM cucteMbl. CkaunBail UX TOJBKO C
opunmanpbHOoro caira pazpadborunka OC. Ecau cymecTtByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

PabGoraii Ha cBOeM KOMIIbIOTEpPE TIOJA TMpaBaMH TOJIb30BATENsA, a HE
aJIMUHUCTpATOpa. ITO HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJJIMPOBATHCS HA TBOEM MIEPCOHATIBHOM KOMIIBIOTEPE;

Hcrnonb3yil  aHTUBHPYCHBIE  NPOrPAMMHBIE  HPOAYKTBl ~ M3BECTHBIX
IPOM3BOJUTENEH, C aBBTOMAaTHUECKUM OOHOBJICHHEM 0a3;

Orpanunub (HpU3NUECKUN JOCTYN K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;
Hcnonp3yil BHEIIHUE HOCUTETN HHPOPMAIINH, TaKue Kak (ielka, JUCK WIn
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

He otkpbiBaii KOMMBIOTEpHBIE (aillibl, MOJy4YEHHbIE W3 HEHAJIEKHBIX
ucToyHUKOB. Jlaxke Te (paitipl, KOTOpble MpHUCIal TBOW 3HAKOMBIN. Jlydiie
YTOYHU y HETO, OTIPABJISUI JIU OH TE€OE HX.



Wi-Fi - 510 He BUJ Iepeavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpEHI,
Mapka. Eme B 1991 rony HuaepiaHjckass KOMIAHUSI 3aperucTpupoBana OpeH[
"WECA", uro o6o3naugano cnoBocoueranue "Wireless Fidelity", xotopsrit
NepeBOAUTCS Kak "OecpoBOAHAS TOYHOCTD'.

Jlo Hamero BpeMeHu Joliia apyras abopeBuaTtypa, KOTopasi sSIBIsSIeTCS TaKou
ke TexHosorued. Jto aboOpeBmarypa "WIi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaHJapT BbICIICH 3BykoBoW TexHuku Hi-Fi, 4yTto B mepeBoje
O3HayaeT '"BBICOKAsi TOUHOCTH'.

Jla, OecrimaTHBIM WHTEPHET-AOCTYN B Kade, OTeNsIX M adpornopTax SBISETCS
OTIIMYHOM BO3MOKHOCTBIO BBIXOJia B MHTepHET. HO MHOrMe 3KChepThl CUMTAIOT,
yt0 obmenoctynubie Wi-Fi cetn He sSBiIsIOTCS 0€30MaCHBIMH.

CoBeTbl 10 0€30NMACHOCTH PA00THI B 00meocTynubix cersax Wi-fi:

@

@

He nepenaBaii cBoro juuHy0 nHpopManmio depes odmienoctynubie Wi-Fi
cetu. PaboTras B HUX, jKelaTeIbHO HE BBOJWTH IMAPOJIH JTOCTYIIA, JOTHHBI H
KaKue-TO HOMEDa,

Hcnonb3yil 1 OOHOBIISII aHTUBHPYCHBIE TpOrpaMmbl U Opanamayep. Tem
caMbIM Thl 00€30IacHIllb Ce0sl OT 3aKaYKH BHUpPyca Ha TBOE YCTPOUCTBO;

[Mpu ucnonszoBanuu Wi-Fi otkiroun dynkiuio "O0Omwmit qoctyn K (daiiinam
u mnpuntepam". JlaHHas GyHKOUS 3aKphiTa IO yMOJYaHUIO, OJHAKO
HEKOTOPbIE TMOJIb30BATEIM aKTUBHPYIOT €€ JIJIsl yA00CTBa UCIOIh30BAHUS B
pabote uim y4ebe;

He wucnone3yét nyOmuunsii WI-FI  nns mepemaum JTUYHBIX  JaHHBIX,
HaAIMpUMED JIJIS BBIXOJA B COIIMAIIBHBIE CETH WIIUA B DJICKTPOHHYIO MMOYTY;
Hcnons3yit Toabko 3amuiieHHoe coenunenue yepes HTTPS, a ne HTTP,
T.¢. IpH Habope BeO-aapeca BBOAM uMeHHO "https://*;

B MoOuipHOM Tenedone otkimoun ¢ynkuuto "Tlogkmrouenue k Wi-Fi
apromatuieckn". He  momyckalik ~ aBTOMAaTHYECKOTO  TOJKITFOYCHHS
ycrpoiicta k cetsiMm Wi-Fi 6e3 TBoero coracusi.
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COLUAJIbHDbIE CETW
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CounayibHbI€ CETH aKTUBHO BXOJIST B HAIIly )KM3Hb, MHOTHE JIFOAU pabOTalOT U
KHUBYT TaM IOCTOSHHO, a B Facebook yke 3aperucTpupoBaH MHJUTHAP] YEJIOBEK,
YTO SBJISIETCA OAHOM CEIbMOM BCEX KUTENEH IIaHeThl. MHOTME MOJIb30BATENINA HE
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MEIIeHHas UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJileHa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETBI 110 0€30NACHOCTH B COLMAJIBHBIX CETAX:
® Orpanuus cricok apyseit. Y Te6s B Apy3baX He JOMKHO OBITH CTy4aiHBIX U
HE3HAKOMBIX JIFOJICH;
©® 3ammmaii cBoro yacTHyo xu3Hb. He ykaswiBaii maponu, TenedoHsl, afpeca,
JaTy TBOETO POXACHUS U APYTYIO JIMYHYI0 MH(POPMALHIO. 3T0YMBIIUICHHUKU
MOTYT HKCIOJb30BaTh )K€ MH(POPMALMIO O TOM, KaK Thl U TBOW POJIUTEIH
IJIaHUPYETE IPOBECTH KAHUKYJIbL;
@® 3ammmaii cBoro pemyTanuio - AepiKHU ee B UUCTOTE U 3a1aBail cebe Bompoc:
XxoTen Obl Thl, YTOOBI JApPYTUE MOJb30BATEIU BHJEIH, YTO Thl 3arpyaeiib?
[Tonymaii, mpexe 4ueM 4To-To OIMyOJIMKOBATh, HAIKCATh U 3arPy3UTh;
® Ecnu THI roBOpHIIb ¢ JIOABMH, KOTOPBIX HE 3HAENIb, HE MCHOJbL3YH CBOE
peaibHOe MMsI M JIPYTYIO JIMYHYIO HH(pOpMalMU: UMS, MECTO >KUTEIbCTBA,
MECTO yueObl U IpoUee;
@ W3beraii pasmermenus ¢ororpaduii B MHTepHeTE, TAe Thl M300paXKeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAECIUTh TBOE MECTOIIOJIOKEHHE;
@ Ilpu perucrpanuu B CONMANBLHOMN CETH HEOOXOIMMO HCHOIb30BATh CIOKHbIE
NapoJiv, COCTOSIIME U3 OYKB U U U C KOJMYECTBOM 3HAKOB HE MeHee §;
@® Jns conuansHOl ceTH, OUTH M APYTHX CAHTOB HEOOXOAMMO HCIOIb30BATh
passble maposnu. Toraa eciau TeOs B3JIOMAIOT, TO 3JI0YMBINUICHHUKH MOJy4YaT
JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.




InekmpoHHble OeHb2U

OJIEKTPOHHBIE JIEHBIU - 3TO OYEHb YIOOHBIM CHOCOO TmIaTexel, OJHAKO
CYILECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

DNEKTPOHHBIE JEHBIU MOSBWIACH COBCEM HEJABHO M MMEHHO H3-3a 3TOrO BO
MHOTHX T'OCYyAapCTBax J0 CUX IOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccuu ke 0HM (yHKIIMOHUPYIOT U O HUX YK€ IPONHUCAHO B 3aKOHE, I1I€ UX
pa3lensaoT Ha HECKOJIbKO BHUJOB - aHOHUMHBIE M HE aHOHUMMHBIE. Pa3Huna B ToMm,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX paspeliaercs NPOBOAUTH orepanuu 0e3
UAEHTU(UKALIMK TTOJIb30BATENS], @ B HEAHOHUMHBIX MACHTU(UKAIUS [T0Ib30BATENSA
ABJIAETCS 00S3aTENBLHOM.

Takxke crnenyer pas3nuyaTh OAJIEKTPOHHbIE (UATHBIE JE€HbIUM (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) W JJEKTPOHHbIE He(HUATHbIE IEHbI'M (HE paBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 0€30MACHON padoTe € 3JIEKTPOHHBIMHY IeHbIAMM:

@ Ipupsxu k cuety MOOWILHBIHA TenedoH. DTO caMblif yIOOHBIH U GLICTPHIiL
CIoco0 BOCCTAHOBHUTH JOCTYII K cUeTy. [IpuBsi3aHHBINA TenePOH TOMOXKET, €ClIn
3a0y/ielb CBOW TUTATEXKHBIN TApoJiib WM 3aif/ielllb Ha CAaT C HE3HAKOMOTO
YCTPOUCTBA;

©® Mcnomwsyit onHopasoBele maponu. Ilocie mnepexoja Ha YCHJICHHYIO
aBTOpHU3aLlMIO TeOe yke He OyJeT yrpoxkarh OMAacHOCTb Kpa)KH WM IepexBara
IUIATEKHOTO MapoJIs;

®Bpibepu cioxkHbIM mapoib. [IpecTtynHukam OyAeT HE MNPOCTO Yrajaarhb
CJI0’KHBIM mapoJsib. HanexxHele maposid - 3TO MapoJyii, KOTOPBIE COJEp)KAT HE
MEeHee 8 3HAKOB M BKJIIOYAIOT B c€0s CTPOUYHBIE U MPOMUCHBIE OYKBBI, HU(PPHI U
HECKOJIbKO CUMBOJIOB, TaKHe€ KaK 3HaK J10Jj1apa, (hyHTa, BOCKIMIATEIbHBIN 3HAK
u T.11. Hanmpumep, $tRONg!;;

® He BBou cBOM IMUHBIE JaHHBIE HA CAHTaX, KOTOPHIM HE JOBEPSEILb.




QﬂeKmPOHHa}l nouma

OJIEKTPOHHAs TOYTa - 3TO TEXHOJOTHUS U TMPEIAOCTaBISIEMbIE €10 YCIYTH IO
MEPEChUIKE U MOJYYCHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPBIE paclpeesaioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUT
CIICAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTeIA(@UM_1oMeHa. Takke KpoMme repeadn
MIPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTD TIepe1aBaTh (haibl.

OcHOBHBIE COBETHI IO 0€30MACHON PadoTe ¢ YJISKTPOHHOW MOYTONM:

@
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Hano BwIOpaTh mnpaBUiIbHBIN TMOYTOBBIA cepBUC. B wuHTEpHETE ecTh
OTPOMHBIA BBIOOP OECIUIATHBIX TIOYTOBBIX CEPBUCOB, OJHAKO JIy4YIlle
JIOBEPSTH TEM, KOT'0O 3HACUIb U KTO NIEPBbIM B PEUTHUHTE;

He yxa3piBail B auuHON mouTe JMyHyr0 uHpopmanuio. Hampumep, myudrine
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";
Hcnonb3yi AByX3TalHYIO aBTOPU3ALUIO. DTO KOTAa TOMHUMO TAapOJIsi HY>KHO
BBOJIUTH KOJI, MPUChUTaeMbIii 10 SMS;

BriOepu cioxHbIi naposib. JJisi KaKI0ro MOYTOBOrO SIIUKA JOJDKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY ITAPOJIb;

Ecnmu ecTp BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BOMPOC,
WCIIOJIB3YH 3TY BO3MOXHOCTB;

Hcnonb3ylh HECKOJBKO IIOYTOBBIX SAIMMKOB. IlepBwli i 4YacTHOM
MEPENUCKU C aJpecaramu, KOTOPBIM Thl JOBEPSACIIb. DTO AJIEKTPOHHBII
aJipec He HaJ0 MCIOJIb30BATh P PErUCTpalliK HA (popymax U caiTax;

He otkpeiBait (aiinel u Apyrue BIOXKEHUS B MHUChbMaX, JaXe €CIU OHH
MPUIILTA OT TBOMX JApy3ei. Jlydie yrounu y HUX, OTIPABISUINA JIU OHU TeOe
9T (aiibl;

[Tocne oxoH4aHusi pabOTHl HA TIOYTOBOM CEpBHUCE Tiepes 3aKpbITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BoeiidTh".



Kubepoynnune
UIU BUPMYATLHOE U30EBAMENbCIEO

KubepOymnuar -  mpecieoBaHHE  COOOIICHUSIMHM,  COJEp KalluMU
ocKopOIIeHus, arpeccuiro, 3aIyTUBAHUE; XYJIHUTaHCTBO; colLMaIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 00pBLlE ¢ KNOEPOYJVINHIOM:
® He 6pocaiica B 6oii. Jlyummii croco6: HOCOBETOBATLCS Kak ceOs BECTH H,
€CJIi HEeT TOro, K KOMY MOYKHO 0OpaTUThCsl, TO BHaUaJle YCIOKOUThCA. Eciu Thl
HAYHELIb OTBEYATh OCKOPOJEHUSIMH Ha OCKOPOJIEHHS, TO TOJIbKO elle OoJiblIe
Pa30oXKeIb KOH(IJIHUKT;
® Vnpapnsii cBoeii kubeppenyrarueii;
® AnonumuoOCTb B cetn MEMMas. CyIIECTBYIOT CIIOCOOB! BBISICHUTD, KTO CTOUT
3a AaHOHUMHBIM aKKayHTOM;
®He crour BecTM XyJWTaHCKHM o00pa3 BUPTYalbHOM >XU3HU. HWHTEpHET
(buKcUpyeT Bce TBOM ACHCTBUS M COXpaHSET UX. YJaIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIBHO;
® Cob6monaii cBOIO BUPTYaTbHYIO YECTh CMOJIOJY;
® Hrnopupyit emunuuHblii HeratuB. OJHOPa30BbIE  OCKOPOUTENLHbIE
COOOIIEHUsT Jydllle WrHOpUpoBaTh. OOBIYHO arpeccusi MpeKpalaeTcss Ha
HayvyaJIbHOM CTauM;
® PBan arpeccopa. B mporpammax 0oOMeHa MTHOBEHHBIMH COOOIIEHHAMH, B
COLIMAJIbHBIX CETAX €CTh BO3MOXKHOCTb OJIOKMUPOBKH OTIPABKH COOOIICHUN C
ONPENIEIICHHBIX aJPECOB;
@ Ecnu 1H1 cBUaerenp kuOepOyiuvHra. TBOWM JNEHCTBUS: BBICTYIHUTH MPOTHUB
npecieaoBaTens, MoKa3arb €My, YTO €ro AEHCTBHUS OLICHUBAIOTCS HETATHBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOM HYKHA TMCUXOJOTHYECKAs] MOMOIb, COOOIIHUTH
B3pOCJBIM O (PaKTE€ arpeCCUBHOTO MOBEJACHUS B CETH.




Moounvnwiii menegon

CoBpemenHble cMapT(OHBI U TUIAHIIETHI COJEPKAT B c€O€ BIIOJIHE B3POCIBIN (PYHKIIMOHAI,
U Tenepb OHM MOT'YT KOHKYPHUpOBAaTh CO CTallMOHAPHBIMM KOMIbrOTEpaMu. OJHAKO, CPEICTB
3allUThl JJIs TOJAO0OHBIX YCTPONCTB MOKA OYEHb Mayo. TecTMpoBaHHE U MOMCK YSI3BUMOCTEHN B
HUX NPOMCXOJUT HE Tak MHTEeHCUBHO, kak ais [IK, To ’xe camoe kacaercss U MOOHMIBHBIX
MIPUIIOKEHU .

CoBpeMeHHbIE MOOUIIBHBIE Opay3epbl yXke MPaKTHUYECKH JIOTHAJIM HACTOJIbHbIE aHaJIoTH,
OJIHAKO pacHipeHue (yHKIMOHAIA BJIEYET 3a CO0O0Ml OOJIBIIYIO CIIOKHOCTh U MEHBIIYIO
3alUIICHHOCTD.

Jlaneko He Bce MPOM3BOAMTEIM BBITYCKAIOT OOHOBJIEHHMS, 3aKpPbIBAIOLINE KPUTUYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHbBIE COBETHI /LISl 0€30aCHOCTH MOOWJILHOTO TeJiedoHa:

® Hwuuero He sBISETCA MO-HACTOAMIEMY OECIUIATHBIM. ByIb OCTOpOXKEH, BEb KOraa TeOe
npeiaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKpBITHl KaKHe-TO IJIaTHbIE
YCIIyTH;
Hywmaii, mpexnae yem otmpaButb SMS, ¢orto mmm Buzaeo. Tel TOYHO 3HAENIb, TIC OHH
OyAyT B KOHEUHOM UTOTE?
Heo0xonrnMo 0OHOBIISATE ONEPallMOHHYIO CUCTEMY TBOETro cMapT(hoHa;
Hcnonp3yit aHTUBUPYCHBIE POTPaMMBbI JJIs1 MOOMITBHBIX TeJIe(hOHOB;
He 3arpyxail npuiaoxeHusi OT HEM3BECTHOTO MCTOYHHMKA, BEAb OHU MOTYT COJAEpKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieUeHue;
[Tocne Toro kak Thl BBIHJENIb C caiiTa, T€ BBOJAWI JIMYHYIO HH(POpPMAIHUIO, 3aiilu B
HacTpoiKu Opay3epa u ynamu COoKies;
[Tepuoanuecku mpoBepsii, KakKe IUIATHBIE YCIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;
JaBaii cBOif HOMEp MOOMIIBHOTO Tesle(hOHA TOJIBKO JIFOSM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEpsielIb;
Bluetooth momkeH ObITH BBIKIIIOYEH, KOT/Ia ThI MM HE TONB3yenibes. He 3a0biBaii mHOTIA
IIPOBEPSATH 3TO.
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Online uzpwt

COBpCMCHHBIG OHHaﬁH-HFpBI - 9TO KpaCOYHBIC, 3aXBaTbhIBAOIIUC
Pa3BJICUYCHUA, O6’BGI[I/IH$IIOIIII/IG COTHH TbICAY YCIIOBCK IIO BCECMY MHUDPY. HFpOKI/I
HCCIICAYIOT I[aHHI)II\('I UM MHD, O6HIaIOTC$I Apyr ¢ APYIOM, BBIIIOJHAKOT 3aJaHHA,
CPpaXKarTCA C MOHCTPAMH M IIOJIYYarOT OIIBbIT. 3a YAOBOJBCTBUC OHH ILJIATAT!
IMOKYIIAaOT AUCK, OIIAYHMBAIOT a0OHEMEHT UJIH l'IpI/IO6pCTaIOT KaKHC-TO OIIIMH.

Bce a1tu cpeacTBa uayT Ha moaaepKaHUE U Pa3sBUTHUE UIPHI, 4 TAK)KE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMBI ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (IUQPOBbIE 3aIIaTKU AJI TPOTPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B nomo6HBIX Urpax CTOUT omacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)kd TBOETO MapoJIsi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIIMU OONBIINHCTBA
urp.

OCHOBHBIE COBETHI 10 0€30IIACHOCTH TBOEr0 MIPOBOI0 AKKAYHTA:

® Ecmu npyroit urpok BefeT cebs MIOXO WM cO3aeT Tebe HeMpHATHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;

@ TMosxanyiics aqMUHMCTPATOpaM Urphl HA IJIOXOE MOBEJEHHE TOrO MIPOKa,
JKEJIATENIbHO ITPUIIOKUTh KaKHUe-TO TOKa3aTeNbCTBA B BUJE CKPUHOB;

© He yxasbiBaii nuunylo uHpOpMAIMIO B Npodaiiie Urpsl;

©® Vpaxaii Ipyrux y4acTHUKOB IO HIDE;

® He ycranapnupaii HeodHIMaTbHbIE TATYH ¥ MOJIBI;

@ Vcrnons3yii cinoxHbIE U pa3HbIE MAPOIH;

® Jaxe Bo BpeMs UIPhl HE CTOMT OTKJIIOYATh aHTHBMpYC. I10Ka ThI Mrpaelns,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.
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Personal

Duwmunez
U KPaxca TUYHBIX OAHHBIX

OOBbIUHOI Kpaskel JIeHeT U JOKYMEHTOB CETOHS YK€ HUKOTO HE YAMBHIIE, HO
C pa3BUTHEM HWHTEPHET-TEXHOJIOTUI 3JOyMBIIIJICHHUKH TE€PEMECTIIINCh B
UHTEPHET, U MPOIOHKAIOT 3aHUMATHCS " MIOOMMBIM" IEIOM.

Tak mosiBHIach HOBas yrpo3a: WHTCPHET-MOIICHHUYECTBA WM (DUIIMHT,
TJIaBHAs IIeJTb KOTOPOTO COCTOUT B TIOJIYYCHHUH KOH(HIICHIIMATBHBIX JTaHHBIX
NIOJIb30BaTeNICH - JTOTMHOB W maposieid. Ha anrnmiickom si3bike phishing guraercs
kak umwmHr (ot fishing - peiGHas mois, password - mapos).

OcHOBHBIE COBETHI 110 00pbOe ¢ GPUIINHIOM:
®  Cnenm 3a cBomM axkayHTOM. ECu THI MOJO3peBaciIb, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXoAMMO  3a0JIOKUpOBaTH €€ W COOOIIHTH
aJIMUHHUCTpPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;
®  Hcnonssyii 6ezomnacHble BeO-calfThl, B TOM uHcle, MHTEPHET-MarasuHoB H
MOMCKOBBIX CUCTEM;
@ Vicnons3yii cnoxuble u pasuble napoiu. TakuM 06pa3oM, eciy Tebs B3IOMAIOT,
TO 3JI0YMBIIIIEHHUKH MOTydYaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(DHITIO B CETH,
a HE KO BCEM;
®  Ecmu Tebs B3mOManM, TO HEOOXOAMMO MPEIYNPENUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE JOOABJICHBI y TE€OS B APY3bsiX, O TOM, YTO TEOsS B3JIOMAJH H,
BO3MOYKHO, OT TBOETO MMEHH OYJIET PacCchlIaThCs CIIaM M CChUIKHA Ha (PUIITMHTOBBIE
CaWThI;
®  VYcranosu nagesxnsiit napons (PIN) Ha MOGMIBHBILH Tene(oH;
®  Orxmoun coxpanenue naposs B Gpaysepe;
@ He otkpeiBaii daiinel 1 Apyrue BIOKEHHS B TMHUChbMaxX, JaXe €CIU OHU
IOPUIIIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
Gbaiibl.




[{udposas peryTarus - 3T0 HEraTHUBHAS WX MMO3UTHBHAS WH(POpMAIUI B CETH O
tebe. Kommpomerupyromas wHboOpManus, pa3MelIeHHas B HHTCPHETE, MOXKET
CEepPhE3HBIM 00pa3oM OTpa3uThbCd Ha TBOeW peanbHOM >ku3HU. "l[ludposas
penytamus” - 9T0 TBOW UMUK, KOTOPBIN PopMmupyercs u3 uHdopmaiuu o Tede B
UHTEPHETE.

TBOe MeCTO >KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOEHHOCTHU
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue TMOAPOCTKU JIETKOMBICIEHHO OTHOCATCS K  MyOJHMKAalMU — JTUYHON
uHpopmanuu B VHTEepHETE, HE TOHUMAasi BO3MOXHBIX MocieAcTBUi. Thl maxe He
CMOJKEIIIb JIOTaaThCs 0 TOM, 4To (pororpadus, pa3MemIeHHas 5 JeT Ha3ald, crajia
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KomMmenTapuu, pa3menienne TBoux ¢oTtorpaduii u apyrue AEHCTBUS MOTYT HE
MCYE3HYTh JAXKE MOCIE TOr0, KaK Thl MX YJIaJIWIIb. Thl HE 3HACIIb, KTO COXPAaHUII
3Ty UH(POPMALIKIO, MOTaja JIM OHA B TOMCKOBBIE CUCTEMbI M COXPaHWIACh JIU OHA, a
IJIaBHOE: YTO MOAYyMaroT O TeOe OKpY)KAIOIIME JIFOJIU, KOTOPbIE HAUAYT U YBUIST
310. Haiitn uHdopmaiuo MHOTo JIeT CIyCTS CMOXET JII0OOH - Kak M3 J00pbIX
noOyXJIeHUI, TaKk U C HaMEpPEHHEM MPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOIHO.

OCHOBHBIE COBETHI IO 3aIuTe MU(MPPOBOH penyTalyu:

®  Tomymaii, mpexze yem 4To-TO MyOGIMKOBAThH U IEpelaBaTh y cebs B Oore
WJIK B COLIMAJILHOM CETH;

@ B mnactpoiikax mnpoduis ycTaHOBM OTrpaHHMYEHHS HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COAECPAKUMOTro, cliesiail ero TOJabKO "1 Apy3eit”;

@ He pasmemaii u He ykasbiBali mH(MOpPMAaIMIO, KOTOpas MOXKET KOro-inbdo
OCKOPOJISITH MJIM OOMIKATh.
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CoBpeMeHHbIE  IIKOJBHUKH - AaKTHBHbIE TOJB30BATEIH  IHU(PPOBOrO
npoctpancTBa. OnHAKO [aleko HE BCE 3HAIOT, YTO MOJb30BAHHE MHOTHMHU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmIofeHHus MmpaB  Ha
MHTEJUICKTYaIbHYIO0 COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyallbHasi COOCTBEHHOCTBH'" OTHOCUTCA K Pa3IuYHBIM
TBOPEHUSIM YEJIOBEYECKOI'O YMa, HAuyMHAasi C HOBBIX HM300pETEHH U 3HAKOB,
0003HayarIKX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYT'H, U 3aKaHYMBas KHUTaMH,
doTorpapusiMu, KHHOQUIEMaMH U My3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JINTEPATYypbl U UCKYCCTBA. ABTOPCKME IIpaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJUMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysbTraTax CBOEro TpyAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspelleHuss  aBTOpa HE  MOXET  BOCIPOU3BOAWTL €0  IPOU3BEIECHMUE,
pacnpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJaBaTb, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMMyOJMYHO HCHOJIHATH, NMOKA3bIBATH/UCHOIHATh B 3QUpe WU
pa3memath B IHTEpHETE.

Hcnons3oBanue "muparckoro” nporpaMMHOIO 00ECeYeHHs] MOKET MPUBECTH
K MHOTMM PHUCKaM: OT MMOTEPHU AAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIEHA HejlerajgbHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JE€rajbHble M O€eCIIaTHbIE MPOTrpamMMbl, KOTOpPbIE
MOYHO HalTH B CETH.
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TBoOM TIaBHBIH COBETUYMK B CETH. 3,[[605 Thl MOXCIIb Y3HATb O 0€30IIaCHOCTH B CETH
IMOHATHBIM U JOCTYIIHBIM A3BIKOM, a IIPHU BO3BHUKHOBCHUU KpHTH‘IGCKOfI CUTyalluu 06paTI/ITI)C$[ 3a
COBETOM. A TaKke IIPUHATDH YU4AaCTHC B KOHKYpPCaX U CTaTb CAMbIM I_II/I(I)pOBBIM Fpa)I(,IlaHI/IHOM!



